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Zooming in on Big Tech’s Deceptive Privacy 
Practices and Why We Should All Be Paying More 

Attention 
BY SAMUEL FRIEDMAN/ ON APRIL 19, 2020 

 
Join With Computer Audio. 

Send Personal Information to Facebook. 

By now, you’re more than likely familiar with the first prompt—it’s the text that appears when 

you first open Zoom, and by enabling this function you can join a meeting using your 

computer’s microphone. Zoom is the video conferencing app that has recently surged in 

popularity due to the coronavirus pandemic. [1] Zoom allows users to work or learn remotely, 

all from a safe social distance in the relative privacy of their own homes. While the company 

responsible for the app, Zoom Video Communications, hasn’t given concrete numbers 

regarding the size of its userbase,[2] Zoom’s mobile platform was so popular towards the end 

of March that it was second only to TikTok as the most downloaded app globally.[3] 
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And yet, despite this ubiquity, you are probably not familiar with the second prompt. Of 

course, that’s because it wasn’t a prompt at all. Recent reporting revealed that Zoom was 

silently sending personal information to Facebook’s servers each time the Zoom app was 

accessed, and it was doing so without first seeking user approval.[4] Details delivered to 

Facebook included when the user opened the app, their location, their phone carrier and 

model, as well as an advertising identifier uniquely generated by the user’s device that helps 

companies to target the user with personalized advertisements.[5] Moreover, even if users had 

read the company’s privacy policy (which a majority of people do not[6]), they would not have 

been aware that Zoom was disclosing this information because Zoom’s privacy policy did not 

even detail this practice![7] 

Shortly after the Motherboard story broke, Zoom released an update to its iOS app that 

halted it from sending undisclosed data to Facebook.[8] This swift software patch, however, 

was not enough to prevent a Zoom user from filing a class action lawsuit against the company 

for the illicit disclosures.[9] The plaintiff’s complaint seeks relief under the California Consumer 

Privacy Act of 2018 (“CCPA”), as well as other related statutes.[10] Effective as of January 1, 

2020, the CCPA imposes data regulation requirements on businesses of a certain size that 

store the personal information of Californians.[11] Given the expansiveness of the Internet, 

however, the CCPA’s requirements effectively cover most companies that traffic in user data 

nationwide. Indeed, in the class action against Zoom, the complaint’s putative class includes 

“[a]ll persons and businesses in the United States whose personal or private information was 

collected and/or disclosed by Zoom to a third party upon installation or opening of the Zoom 

video conferencing application.”[12] 

The Zoom class action is important in that it presents an early opportunity to gauge the 

effectiveness of the new CCPA in promoting privacy rights for users across the United States. 

Nonetheless, there are some concerns that this all-encompassing scope will expose the 

statute to constitutional challenges.[13] And yet at the same time, the CCPA reflects a growing 

trend, both within the United States and internationally, for safeguarding privacy 

rights.[14] For example, Republican Senator Jerry Moran of Kansas recently proposed 

the Consumer Data Privacy and Security Act of 2020, which would create a national rubric for 

the safeguarding of consumer data, while also exempting small business from the more 

onerous compliance provisions required under the CCPA.[15] 

Data privacy has arguably never been more important. As the coronavirus forces citizens 

across the world into self-isolation, people have become increasingly more reliant on 

technology that can provide connections.[16] And yet, time and again, the companies 

responsible for safeguarding user data have repeatedly shown themselves to be irresponsible 

stewards of this information. Notwithstanding the fact that Zoom was disclosing your data 

without notice or consent, rumors have circulated regarded the company’s other privacy 

problems. This may be because Zoom’s increased userbase has brought with it an increased 

degree of public scrutiny, causing a litany of security concerns to come to light. For instance, 

https://cardozoaelj.com/2020/04/19/zooming-in-on-big-tech/#_ftn4
https://cardozoaelj.com/2020/04/19/zooming-in-on-big-tech/#_ftn5
https://cardozoaelj.com/2020/04/19/zooming-in-on-big-tech/#_ftn6
https://cardozoaelj.com/2020/04/19/zooming-in-on-big-tech/#_ftn7
https://cardozoaelj.com/2020/04/19/zooming-in-on-big-tech/#_ftn8
https://cardozoaelj.com/2020/04/19/zooming-in-on-big-tech/#_ftn9
https://cardozoaelj.com/2020/04/19/zooming-in-on-big-tech/#_ftn10
https://cardozoaelj.com/2020/04/19/zooming-in-on-big-tech/#_ftn11
https://cardozoaelj.com/2020/04/19/zooming-in-on-big-tech/#_ftn12
https://cardozoaelj.com/2020/04/19/zooming-in-on-big-tech/#_ftn13
https://cardozoaelj.com/2020/04/19/zooming-in-on-big-tech/#_ftn14
https://cardozoaelj.com/2020/04/19/zooming-in-on-big-tech/#_ftn15
https://cardozoaelj.com/2020/04/19/zooming-in-on-big-tech/#_ftn16


Zoom’s marketing materials asserted that the service was end-to-end encrypted, yet a 

spokesperson later conceded that “it is not possible to enable [end-to-end] encryption for 

Zoom.”[17] The company also admitted to accidentally routing some calls through China, a 

country notorious for overzealously monitoring the Internet.[18] And then there’s the practice 

of “Zoombombing” – because Zoom’s meetings are organized through the use of randomly 

generated access codes and do not require passwords, there have been several instances 

where people have intruded into video calls, often sharing offensive material in the 

process.[19] Indeed, the security concerns have risen to such a level that U.S. senators have 

been advised against using the platform.[20] 

Zoom’s privacy problems, however, are only the latest example of Big Tech’s nonchalant 

approach to safeguarding user data. On the contrary, Big Tech companies, such as Zoom and 

Facebook, actively profit off the proliferation of such data. Despite the overt shortcomings of 

Zoom’s app security, many apps regularly disclose user information to third parties.[21] As 

part of their design, apps are often built using software-development kits (“SDKs”), which 

facilitate the integration of certain key features and functions.[22] Using an existing SDK 

makes it easier for app developers to build their own apps, but it also likely results in user 

information input into these new apps being sent to the third party creator of the 

SDK.[23] Facebook’s SDK, for example, is extremely popular and is used in thousands of 

apps.[24] A 2019 report done by The Wall Street Journal found that 11 out of more than 70 

apps tested, all of which were among the most popular in Apple’s App Store, were discovered 

to send personal information to Facebook.[25] The end result is that these third parties, such 

as Facebook, can then make money by assisting advertisers by directly targeting users with 

certain advertisements.[26] 

As Americans become more reliant on these apps and services, we need to be more vigilant 

about what we are giving up and what these companies are taking in return. Zoom’s 

unauthorized data disclosure is just the latest example of Big Tech companies partaking in 

what Harvard Business School professor Shoshana Zuboff calls “surveillance capitalism” – the 

exploitation of personal user data in pursuit of billions in profits.[27] Zuboff’s thesis posits a 

fundamental misunderstanding in the way that users look at their relationship with Big Tech: 

users think that the platforms these companies provide are free, when in reality it’s 

the users that are free.[28] After all, only one party to this transaction is taking away billions in 

profits. 

The more users come to rely on Big Tech companies for their services—whether due to a 

pandemic or otherwise—the harder it will be to critique and object to their deceptive and 

duplicitous practices. Time and again, Big Tech companies have sought forgiveness after the 

fact rather than first seeking permission. To illustrate, one needs only look as far as the 

complaint in the Zoom class action, which asserts that while the company did release a 

corrective software update, it did not require users to install the update to continue using the 

service.[29] In other words, unless Zoom users took it upon themselves to install the update, 
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the app would “continue to unknowingly send unauthorized personal information to 

Facebook, and perhaps other third parties. Zoom could have forced all iOS users to update to 

the new Zoom App to continue using Zoom but appears to have chosen not to.”[30] Zoom, 

like every other Big Tech company, is counting on us not paying attention when it comes to 

how they exploit our personal information. As users, we need to start asserting our rights, 

whether or not we’re first prompted to do so. 

Sam Friedman is a Second Year Law Student at the Benjamin N. Cardozo School of Law and the 

rising Executive Editor of the Cardozo Arts & Entertainment Law Journal. Sam’s past experience 

includes work as a student law clerk for Hon. Julie Manning, Chief Bankruptcy Judge for the 

District of Connecticut, as well as a paralegal at Gibson Dunn & Crutcher LLP in their Real 

Estate practice. 
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