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Gen Z: The (Illegal?) Target Audience for Digital 
Advertising 

 
BY GINA GAZIVODA/ ON NOVEMBER 14, 2018 

 

 
 

The social media pop culture marvel is an explosion of interconnectedness through numerous 

virtual platforms, exploited by billions of users. Recent studies show that roughly two-thirds of 

American adults are Facebook users and three-quarters of American adults YouTube 

users.[1] The percentages skyrocket for younger Americans ages 18-24, and includes several 

other platforms such as Snapchat, Instagram, and Twitter, to name a few of the big-

hitters.[2] While Facebook and YouTube remain the top players, 78% of 18-24 year-olds use 

Snapchat, 71% use Instagram, and close to 45% use Twitter.[3] With the expansion of social 

media to users of all ages,—e.g., Facebook has 2.2 billion users worldwide, with exponential 

growth in users ages 55 and older[4]—the utility of social media has vastly departed from 

serving its original, designated purpose. Take, for instance, Instagram. Instagram was 

originally created as a photo-sharing mobile application (“app”) to connect with friends (or 

other “followers”) by uploading and editing pictures of pretty sunsets, selfies, and the like to 

your personalized account. The app has steadily broadened its horizons, becoming a feeding 

frenzy for consumer marketing and advertising. An individual’s feed now includes a photo of a 

McDonald’s Big Mac among your friend’s post depicting her wedding proposal.[5] 
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Advertising has prevailed for decades in television, radio, and print. However, it has been 

predicted that 40% of the global ad spend will take place online.[6] Particularly, “ad spend on 

social media is expected to increase by more than 20%, totaling $58 billion” for 

2018.[7] Platforms such as Facebook, YouTube, and Instagram, exchange user data and ad 

space for advertisers’ crafted mixed media of images and videos to provide the consumer with 

fierce marketing displays.[8] Other advertising efforts include influencing retail purchases, or 

even prompting political preferences, among others.[9] Advertisers have gone beyond merely 

buying up ad space on these platforms. Advertisers now utilize individual social media users 

to actively engage in the business of consumer marketing through the user’s own personal 

account. This is a modern phenomenon with users going by the term of “brand 

ambassadors”[10] or “influencers”[11] to endorse products and services. 

Adults, however, are not the only demographic engaged in this online universe, nor are they 

the only audience subject to this state-of-the-art digital advertising. As technology advances, 

so does Generation Z (“Gen Z”) that is comprised of all Americans born after 1997.[12] The 

younger people of Gen Z do not know a reality before mobile technology. This has resulted in 

children as young as 7 years old[13] (or quite possibly even younger) creating their own social 

media accounts and embracing the immersive tech world to which they were born. Not only 

do they have access at such a young age, but studies show that “children under 8 years of age 

now spend about 1 hour/day using mobile devices, displacing time they used to spend 

watching TV.”[14] The types of online activity include educational and gaming apps,[15] as 

well as mainstream platforms adults use.[16] Accordingly, the same advertising occurs in the 

apps, regardless of whether the user is an adult or adolescent. Even apps that are 

“educational” contain advertisements.[17] The question then arises: are the advertisements 

targeting adults appropriate for children as well? First, let’s take a look at the existing legal 

tools that monitor advertising. 

There are many legal issues and privacy concerns implicated with children signing up and 

using online platforms.[18] However, the focus here is on the explicit advertising content not 

well-suited for children, yet they are exposed to through social media. The Federal Trade 

Commission Act (FTCA) prohibits unfair methods of competition and unfair or deceptive acts 

in or affecting commerce,[19] and vests the Federal Trade Commission (FTC) with the legal 

authority to “act in the interest of all consumers to prevent” against such acts or 

practices.[20] The FTC assesses whether “the practice is one that would likely deceive a 

consumer acting reasonably under the circumstances in a material way—that is, in a way that 

affects the consumer’s conduct or choice regarding a product or service,”[21] mostly to the 

consumer’s detriment.[22] But how does this standard apply to children? Scholars have 

articulated that “children under age 6 to 8 years cannot distinguish between media content 

and advertising,” therefore making it difficult for them to avoid.[23] Recently, groups such as 

Campaign for a Commercial-Free Childhood and Center for Digital Democracy have 

petitioned to the FTC to launch an investigation of Android apps marketed to or played by 

children under the age of five.[24] For example, many groups were outraged that certain apps 
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displayed crying characters if the child-user did not pay to unlock part of a game.[25] One 

commentator argued that apps appear to be “more focused on making money than the 

child’s play experience.”[26] This troubling tale is one reflection of the alarming apparatus of 

digital advertising and how easy it can be to make money by exploiting children that engage 

in technology. 

From a policy perspective, the FTC and other legal devices could regulate and protect against 

entities preying on impressionable adolescents. Unfortunately, the existing framework is not 

without its limitations. While the FTCA and other statutes prohibit against certain actions 

directed towards children, they fall short of targeting mobile apps that are not only tailored to 

children, but to the world at large (e.g., YouTube, the game Candy Crush).[27] Currently, the 

FTC could investigate whether certain apps violate the FTCA or other statutes by way of 

illegally processing a child’s personal information, which is prohibited. However, as today’s 

youth rapidly become extraordinarily proficient in technology, there needs to be more legal 

tools available to minimize the risks to children by digital advertising, and the dangers that 

may come with it. 

  

Gina Gazivoda is a second-year student at Benjamin N. Cardozo School of Law and a Staff 

Editor of the Cardozo Arts & Entertainment Law Journal. She is a disc-jockey and the 
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